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I.  INTRODUCTION / BACKGROUND 

Security in big data is an emerging topic which is considerable interest among researchers 

since deployment of big data storage systems are valuable target by intruders. “Big Data 

technologies define a new generation of architectures, technologies designed to capture, store, 

update, manage, and analyse of large volumes of a wide variety of data by enabling high-velocity 

capture, discovery and or analysis. Loosely speaking, big data sets are diverse, large and 

complex generated from sensors, instruments, email, video, and instruments”. 

With the use of huge volume of data, big data storage systems lead to big complexity and 

also security breaches occur, which is difficult to solve in real-world environment. However, 

cloud server or any big data server is not trustworthy. For example, healthcare applications 

require secure large storage server since genome data must be stored securely and it is size of 

140 gigabytes. Due to this security breaches, data owner disclose their private and sensitive data 

to the cloud or big data server.  

Various security attacks occur in big data storage systems such type of attacks are Password 

Guessing Attack, Bruteforce Attack, Stolen Verifier Attack etc. [8], [11]. Existing security 

approaches have proposed to secure data by sending data in a form of cipher text. But, these 

approaches are failed to provide confidential and privacy for data owners and users. For now 

data security is a big concern in big data. From security perspective it is crucial due to:  

 Access policy is not designated when  ciphertext is updated and here user legitimacy is 

failed that means who intends to access the data are still great concern in big data  

 There is no authorized entity to monitor the data sharing and outsourcing to storage 

systems.  

   For big data storage system, security (authentication, data confidentiality and integrity) 

monitoring is vital in real-time. Some of real-time applications are smart grid, transaction 

application and e-healthcare applications [10], [12]. To ensure authorization and data security, 
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the main solution is encryption of data, which helps in provide adequate protection of encrypted 

data [1], [4].  Similarly aggregation of large volume of data requires less storage space. Big data 

security with clustering of variety of data is the great aspect to be considered. However, big data 

clustering may cause serious problems such as data loss [2]. This is mainly due to the encryption 

after compression of data [3]. Compression before encryption can easily handle such errors in 

compression. Henceforth, many secure clustering approaches have been proposed. For clustering 

similarity based approach is proposed which is called Locality Sensitive Hashing (LSH) [5]. It is 

a similarity approach to compute the similarity between two datasets. Hierarchical attribute 

based encryption is proposed [6], [7]. LSH is only suitable for small size of data and it is not 

suitable to find similarity between large size of data, particularly in big data (terabytes, gigabytes 

and petabytes of data).  

1.1 Research Outline & Scope  

The main aim and scope of this research work is to provide secure environment for data 

deduplication and classification by distributed and intelligent solutions.  

1.2 Research Objectives 

To provide best secure environment for both data users and owners in big data assisted 

cloud servers. In this work, reduce the response time for data users when request for data to 

retrieve.  

II.  RESEARCH GAPS  

2.1      Common Problem Statement  

For big data storage system, security requirements (authentication, data confidentiality and 

integrity) monitoring is vital in real-time. To ensure authorization and data security, the main 

solution is encryption of data, which helps in provide adequate protection of encrypted data.  

2.2 Problem Definition 

In this paper, access policy created [1] by data owner is updated in the cloud and also 

updating a cipher text securely. To update a new access policy, in this paper authors have 
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proposed a secure and verifiable access control scheme using improved NTRU cryptosystem. 

This paper based on the big data storage in cloud environment. However, this NTRU 

cryptosystem has failed by two decryption failures such as Wrap failure and Grap failure. 

Furthermore, secret sharing is presented based on (𝑡, 𝑛) thresholding.  

Problem  

 NTRU is very strong secure and fast public key cryptosystems than RSA, ECC. The 

parameters of NTRU are private key, public key, encryption and decryption. The 

limitation of this NTRU is it can be failed while encrypting large amount of data.  

 Cloud access control system can be hacked by attackers. When data owner is hacked, 

attacker has full rights to access private information. Attacker can also use that to get 

through other access control legitimately. Hence trusted third party is required to 

manage and control data owners.  

Proposed Solutions  

 To encrypt large volume of data, we proposed AES (128bits, and 256bits). Data classified 

by MapReduce is the distributed data processing framework which mainly created to 

process large volume of data  

 We used Trusted Center to register and monitor data owner’s behavior. Access control is 

given to all encrypted data since data owners encrypt data based on the sensitivity level. 

Data owners classify file into any of the categories according to events. For these three 

categories three type of encryption procedure is presented.  

This paper addressed two problems [2] include clustering and data security in order to 

prevent from data loss. Hence in this paper, a novel multidimensional clustering scheme is 

proposed which eliminate data loss and protect data from security attacks by SDES (Simple Data 

Encryption Standard) encryption technique. In addition, Huffman compression is introduced 

which control the data size and prevents from large overheads. The flow of this work is 

following: (1). Get the big text file as input, (2). Implement SDES algorithm on input file for 

encryption, (3). Apply Huffman compression technique of encrypted data, (4). Error control 
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technique is applied on compressed file for error correction and (5). Apply clustering on error 

controlled data.  

Problem  

 However, compress the input file and then encryption is the best way. This work failed to 

increase the computation time since when first encrypt data and then compress, we would 

no gain performance improvement related to speed. It is only suitable for less data 

 SDES encryption algorithm is very simple and does not provide high level security  

Proposed Solutions  

 We firstly recommend data compression and then perform data encryption, which reduce 

the problems of previous works. We propose deduplication by Jaccard Similarity c, 

which is best than others   

 AES Encryption algorithm is proposed to mitigate the issues of SDES encryption, which 

is more secure and adequate for large volume of data and also real application  

This paper is intended for preserving privacy [3] in big data healthcare application. To 

protect information from malicious users, Triple DES algorithm is proposed. Hereby, data will 

be securely stored in big data storage. The benefit of Triple DES is following: high reliability, 

longer key-length, and protect data and users from numerous attacks. Anonymization is applied 

to hide sender and receiver personal identities (name, age, mobile number, symptom of patients). 

On the other hand, data sharing is executed using three steps such as registration, login and 

authentication. Herein user name, password, secure code are hashed by SHA-256. Authentication 

the hash value is matched.  

Problem  

 The process of TripleDES is very slow and small block size (64 bits). However a larger 

block size is desirable to obtain high efficiency and security. Encryption and Decryption 

time is high  
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 User privacy may be leak in big data sharing since insufficient parameters are considered 

for authentication.  

Proposed Solutions  

 User privacy is considered in data sharing since we consider User ID, Password, Current 

Timestamp and Biometric for authentication. User ID and Password are cross product 

and then given for registration. Here we used Blake-3 algorithm, which is secure than 

SHA2-256  

In this paper different security attacks include [4] replay, password guessing, stolen verifier, 

privileged-insider, denial-of-service, chosen plaintext, server-side compromisation attack, man-

in-the-middle attack and so on. The proposed scheme authentications using advanced encryption 

standard (AES) and Elliptic Curve Cryptography (ECC).  

Problem  

 Hybrid AES and ECC increases encryption and decryption time for large size file  

 Hadoop cluster size is large and traffic may be huge and hence AES and ECC are 

insufficient.  

Proposed Solutions 

 Cloud enabled Hadoop environment support for large traffic from users and data owners 

with the support of MapReduce framework  

This paper proposes an integrated methodology [5] to classify and secure big data before 

executing data mobility, duplication and analysis. The necessity of securing big data mobility is 

determined by classifying the data according to the risk impact level of their contents into two 

categories; confidential and public. Based on the classification category, the impact of data 

security is studied and substantiated on the confidential data in the scope of Hadoop Distributed 

File System. It is revealed that the proposed approach can significantly improve the cloud 

systems data mobility. 
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Problems  

 Big data classification becomes very complex since arrival rate of data storage request 

will be higher since after classification, deduplication is implemented  

Proposed Solutions  

 After determine the data deduplication, classification is implemented and then stored into 

HDFS, which optimizes storage of Hadoop  

III.  RESEARCH CONTRIBUTIONS  

To resolve the problems of the existing approaches, in this paper we designed novel 

system architecture for secure data dediplication and classification by Intelligent Solutions. Our 

proposed work comprised of four entities including Trusted Center (TC), Data Owner (DO), 

Data User (DU) and Cloud Server (CS). There are three big data strategies we have proposed in 

this architecture:  

(i). Authentication (users and owners) 

(ii). Big Data Secure Storage  

(iii). Big Data Management and Retrieval  
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(i). Authentication (users and owners) 

Initially, DO register their identities to TC before outsourcing data to CS. For that DO provide 

information of 𝑢𝑠𝑒𝑟𝐼𝐷, 𝑝𝑎𝑠𝑠𝑤𝑜𝑟𝑑, 𝑐𝑢𝑟𝑟𝑒𝑛𝑡 𝑡𝑖𝑚𝑒𝑠𝑡𝑎𝑚𝑝, & 𝑏𝑖𝑜𝑚𝑒𝑡𝑟𝑖𝑐 (𝑒𝑦𝑒 𝑣𝑒𝑖𝑛) to TC. User 

ID and Password are cross product and then given to TC for registration. After registration, TC 
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generates hash value for DO given information using BLAKE-3 hashing algorithm. After 

successful authentication to the TC, DO requests privet key for data encryption. Similar to data 

owners, data users are authenticated to the system.  

(ii). Big Data Secure Storage  

TC generates private key based on the data level requested by the DO. However, access control 

must be given for sensitive information. Hence, number of access of data is monitored in the CS 

to avoid any security breaches. TC generates keys using AES Encryption algorithm. AES-128 

bits, and 256 bits of key size are used for data. Encryption of large size of data which need to 

outsourcing to the cloud is actually time consuming process, which takes large amount of time 

for encryption and decryption. It takes very less amount of time for encryption.  

(iii). Big Data Management and Retrieval  

Clustering, Indexing are plays significant role in big data storage systems. We have included 

these three mechanisms to further improve the storage systems. Firstly we detect duplicate before 

data classification. To mitigate the issues of previous works, in this work we proposed Jaccard 

Similarity for duplicate data detection. After that only we perform data classification based on 

the aforementioned procedure. Before storing data to the CS, it will be clustered to reduce the 

storage space and also searching time for both users and owners. Access control policy for DU is 

maintained in the CS and it updates whenever cipher text is modified by the DO. Clustering is 

implemented using unsupervised learning algorithm called Human Mental search optimization 

CS is comprised of "𝑛" number of domain servers 𝐷𝑆1, 𝐷𝑆2, … , 𝐷𝑆𝑛. The number of clustered 

partitions of data is put into domain server. Each DS must maintained tree for available data 

partitions, which is constructed using Hierarchy Graph, which requires less individual searching 

time and proper insertions and deletion of data. It is also outperforms than the B-Tree and B+ 

Tree. Our proposed system solves several insider attacks over cloud enabled big data 

environment. The process of encryption is follows:  

(i). For input file 𝑓, DO partitioned into 𝑁 number of chunks with fixed size  
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(ii). These number of chunks are sent to MAPREDUCE processing framework for 

encryption  

(iii). Plain text chunks are sent to MAPPER for encryption which run parallel way using 

J48 

(iv). Classified are sent to REDUCER. Herein classified chunks are combined into single 

file 

(v). The single classified file is outsourced to the CS 

Performance Evaluation 

The performance evaluation of the proposed approach is evaluated for the following metrics:  

 Throughput 

- Clustering speed (MB/s) 

- Sharing speed (MB/s) 

 Encryption Time (s) 

 Decryption Time (s) 

 Information Loss (%) 

IV.  PREVIOUS WORKS & LIMITATIONS  

Paper 1 

Title: Privacy Preserving Unstructured Big Data Analytics: Issues and Challenges 

  Concept- Big Data can be defined as the large size of datasets that are complex or difficult to 

process using traditional data processing application so it is created a big threat to privacy of 

individual. Big data analytics platforms can process data like personal information of individuals 

which need to be taken care when deriving some useful results for research. Over the last few 

decades, various privacy preserving techniques have been proposed including anonymization 

which needs having dataset divided in the set of attributes namely sensitive attributes, quasi 

identifiers and non-sensitive attributes. With structured data format, it may possible to have such 

a distribution but in case of unstructured data formats, it is very hard to identify the attributes. 
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This paper reviews the issues and challenges while privacy preserving unstructured big data 

analytics.  

Paper 2 

Title: Privacy Preserving Big Data Mining: Association Rule Hiding using Fuzzy Logic 

Approach 

  Concept – This article presented association rule mining hiding techniques to avoid the risk of 

sensitive knowledge leakage. For data anoymization, authors have considered association rule 

mining hiding technique as a sensitive association rule is applied to data with an appropriate 

membership degree. The main reason of association rule hiding technique is used to hide 

sensitive rules, without any side effect on non-sensitive rules. Along with this fuzzy logic 

approach is considered as a mandatory part in big data association rule hiding. Rules which are 

having confidence value near defined threshold are not considered as non-sensitive rules as rules 

with low confidence value. A rule with confidence value near the defined confidence threshold is 

high as a sensitive.  

Limitations  

 Fuzzy Logic Approach does not perform well since it leads high computation overhead 

and association rule hiding technique increases the copy of the data because data 

deduplication is necessitate for this application  

Paper 3  

Title: Protection of Big Data Policy 

Concept- This article discussed a number of privacy-preserving mechanisms for privacy 

protection at different stages such as data generation, storage and data processing, User’s privacy 

is breached due to the following circumstances: User’s sensitive information are processed and 

stored in a location which is not properly secured, user’s personal information is collected and 

used to add value to business. For e.g. individual’s shopping habits can reveal a huge amount of 
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personal information and when external datasets combined with personal information which 

leads to the inference of new facts of the users.  

Paper 4 

Title – From Individual to Group Privacy in Big Data Analytics 

Concept - This paper is concerned with the group privacy to balance individual privacy 

when assessing the ethical acceptability of analytics platforms. Due to the advances in big data 

analytics require new protection mechanisms for the individual privacy. The group’s identity 

however reducible to the identities of individual members, which are defined by a set of identity 

tokens than those identifiers can be define the group.  

Paper 5 

Title – Privacy by Design in Big Data an Overview of Privacy Enhancing Technologies in the 

Era of Big Data Analytics 

Concept - This report presented challenges and opportunities for big data technology in 

terms of privacy and individual’s protection. This has given opportunities to very serious privacy 

concerns, particularly relating to wide scale electronic surveillance, disclosure and profiling of 

private data. The main privacy enhancing technologies were described in this paper and the 

special focus is on encryption, transparency, privacy by security, access control and big data 

anonymization mechanisms. 

Paper 6 

Title – Privacy-Preserving Cipher text Multi-Sharing Control for Big Data Storage 

Concept - This paper presented a privacy preserving cipher text multi-sharing technique 

to obtain the privacy preserving properties like conditional sharing, multiple receiver-update and 

anonymity. Proxy Re-Encryption (PRE) is presented to solve the problem of data sharing. It 

consists of semi-trusted part which is called proxy. It is used transform a cipher text for a user to 

another user without leakage of message or decryption keys.  
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Limitations  

 Identity based proxy Re-encryption process takes high execution time  

Paper 7 

Title – Big Data: Big Challenges to Privacy and Data Protection 

Concept –  

 This paper presented the issue of privacy and data protection in big data. The EU 

(European Union) data protection working party illustrates about big data as the high growth in 

the availability and automated use of information, which protects the individual privacy. Today 

people from various organization, institutions and government corporations expect strong 

privacy protections. Although data protection and privacy is still alive and well, due to the 

following features: availability of data at a high scale collected on online and other devices, the 

use of high storage capacity, and require speed.  

Paper 8 

Title – Personal data for decisional purposes in the age of analytics: From an individual to a 

collective dimension of data protection 

Concept –  

 This paper addresses the potential risks and challenges related to the change of paradigm 

in social investigation. For that authors have created new layer which refers by the collective 

dimension of data protection, which protects groups of persons from the harmful threats. In this 

article, the assessment of the ethical and social impact of analytics to discover how to protect the 

collective information of groups or individuals discussed.  

Paper 9 

Title – Data Protection in the Context of Digital Financial Services and Big Data 

Concept –  
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 This article discussed about big data applications, especially in digital financial services. 

Due to the exponential growth devices such as tablets, smart phones, and PCs, the amount of 

data produced worldwide increasingly. Most commonly, data records are generated by digital 

financial sectors allows several potential risks like credit risks and insurance.  

Paper 10 

Title – Big Data Analysis-based Security Situational Awareness for Smart Grid 

Concept –  

 In this paper, we proposed security situational awareness based big data analysis is 

demonstrated for smart grid applications. Game theory, reinforcement learning and fuzzy cluster 

based analytic model is combined together to propose for security analysis in smart grid. Herein, 

real security factors are fed into neural network as input parameters in security situational 

awareness model. In game theory approach, legitimate users and insider attackers are players in 

this game.  

Limitations  

 High complexity due to the involvement of deep learning and game theory approaches.  

Paper 11 

Title – Enhancement of data confidentiality and secure data transaction in cloud storage 

environment 

Concept –  

 With the nature of centralized environment, malicious users can alter the data without the 

permission from the data owner. In this paper big data security is given for data owners based on 

Cyclic Shift Transportation Algorithm. On the other hand, hash based timestamp is proposed, 

which is used to stop/prevent real-time attacks.  The process of involving in data owner side is 

follows: the given input file is partitioned into 𝑁 × 𝑁 matrix, then implemented shifting 

operations, hash code is determined for encrypted file and finally stored in cloud server. 
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Limitations  

 The proposed approach does not considered insider attackers, which need to be 

considered to recover the data.   

Paper 12 

Title – TPTVer: A trusted third party based trusted verifier for multi-layered outsourced big data 

system in cloud environment 

Concept –  

 Third party auditor plays very important role in cloud enabled big data environment. 

Hereby, data owner does not auditing and managing data in storage systems, but it is not easy 

task for data owner to protect their trustworthiness in cloud environment. There are two policy 

methods are introduced in which trusted data computation environment is considered in chain of 

trust to MapReduce application and other policy is MapReduce application is introduced for 

behavior measurement.  

Limitations  

 High complexity due to the two policy methods  

Paper 13 

Title – Big Data Based Security Analytics for Protecting Virtualized Infrastructures in Cloud 

Computing 

Concept –  

 Security Analytics is conducted over cloud of virtualized infrastructure, which is stored 

in the HDFS (Hadoop Distributed File System). In this paper, two step machine learning model 

is proposed includes logistic regression (to compute the conditional probabilities of attacks 

through attributes) and belief propagation (to compute the belief propagation is used to compute 

the belief in existence of an attack) 
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Limitations  

 This paper does not solve some of the issues of Big Data 3V’s (volume, velocity and 

veracity).  

Paper 14 

Title – A System Architecture for the Detection of Insider Attacks in Big Data Systems 

Concept –  

 In this paper, two-step attack detection algorithm is implemented and secure 

communication protocol is developed to monitor the execution process of the system. The first 

step involves the construction control of the system for each process. In second step, instructions 

are matching with replica nodes.  

Limitations  

 In secure data communication protocol, data nodes generate random keys, which leak 

privacy of user and their data  

Paper 15 

Title – Secure Authentication in Cloud Big Data with Hierarchical Attribute Authorization 

Structure 

Concept –  

 In this paper, a secure authentication protocol is proposed using tree-based signature in 

hierarchical attribute authorization structure. The proposed protocol can also be used in multiple-

level structure for user authentication. This paper resists against forgery attack and replay attack 

and also protects the property of privacy preservation.  

Limitations  

 Hierarchical attribute authorized structure cause more time complexity and storage 

issues.  
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